) DriveLock

securing your digital tomorrow

DriveLock Managed Security Services: The easy button - simple,
economical and immediately available cyber security

Cyber attacks are getting trickier. To keep up with new threats, security software update cycles are shortened. A lot of com-

panies found it challenging to have the right skilled resources to implement IT security measures holistically. Outsourcing IT

security fo a cyber protection specialist managed service provider is often the best option, especially for smaller companies.

In today's digital era, the success of your business depends on how well

your company and services are protected against cyber afttacks and the Benefits of Managed Security

loss of valuable data. Understanding that many companies often don't
have the resources to constantly keeping on top of their security system,
DriveLock provides its Managed Security Services as an alternative
solution.

+ SIMPLE & IMMEDIATELY AVAILABLE

+ + + o+

+

HOLISTIC SECURITY THROUGH THE DRIVELOCK
ZERO TRUST PLATFORM

EFFICIENT AND ECONOMICAL
OUTSOURCED INFRASTRUCTURE
NO THIRD-PARTY SOFTWARE

COMPLIANT WITH LEGAL AND REGULATORY
REQUIREMENTS

TARGETED MANAGEMENT OF SECURITY PROFILES

CLOUD-BASED SERVICE THAT SECURES YOUR
DATA FROM ENDPOINTS AT ANY LOCATION

INTERNATIONALLY CERTIFIED DATA CENTRES IN
EUROPE, APAC AND NORTH AMERICA
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DriveLock Managed Security Services

DriveLock'’s cloud-based security solution offers multi-layered security
ranging from attack prevention and defensive measures to automated
response systems. The solution sets up a series of hurdles for attackers
to maximize the effort needed to exploit a system. It is immediately
operational and economical with low investment costs. The security
profiles are standardised, but can be individually configured according
fo your requirements.

The advantages are obvious: companies can immediately strengthen
their IT security without needing to allocate resources for administration,
infrastructure or hardware and software. DriveLock has experienced
security experts and continuously adapts its solution portfolio strategically
to emerging cyber threats. DriveLock Application and Device Control are
internationally recognised, with the Common Criteria EAL3+ certification,
and meets the usage requirements of public sector clients and critical
infrastructure. With DriveLock Managed Security, companies receive
dedicated configuration options, for example for various compliance
guidelines or the implementation of the EU-GDPR.

securing your digital tomorrow

Cyber threats - Status Quo

+

50% OF COMPANIES WORLDWIDE ARE THE
TARGET OF AN ATTACK

AVERAGE TOTAL COST OF A DATA BREACH
WAS $4.24(USD) MILLION WORLDWIDE IN 2021.

LACK OF IT SECURITY SPECIALISTS

Phase/Gate Endpoint Detection & Response

Phase/Gate Endpoint Prevention

Phase/Gate Native Microsoft Security Protection

Phase/Gate Discover and Intrusion

—> Native Security
Firewall Managment

Defender AV Management

—> Risk & Vulnerability Security Configuration
Management Bitlocker Management

Discovery of weaknesses

—> Endpoint Detection
& Response
Analytics & Forensics

—> Endpoint Prevention Detection & Response

Application & Device Control
Application Behavior Control
Disk Protection/File Protection
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Our advantages of endpoint security from the cloud

Easy and immediately available. DriveLock provides a holistic security-service:

. Hosting of the complete solution
. Management by security experts
. Security standards tailored to individual requirements

. Low investment costs

. No need for your own infrastructure or 3rd party software
. Subscription model based on the number of devices

Legal & policy compliant - EU-DSGVO, BSI requirements, ISO 2700x or HIPAA:

. The high standards to follow administrative, physical and technical safeguards
. E.g. security awareness training, security incident procedures, workstation security, device control, audit control, etc.

Purposive management of security profiles:

. Individual mapping of corporate security policies
. Management and configuration of security profiles using DriveLock

High data security in the Microsoft Azure Cloud:

DriveLock and Microsoft Azure Cloud ensure the confidentiality, integrity and high availability of your data:
. Highest protection for your data

. Stored in a dedicated instance

. Internationally available

Data centres with high-availability infrastructure in Europe, APAC and the Americas. Certifications include:

. MARS-E -MS cloud services are monitored and assessed yearly for the FedRAMP authorisation process
. AU Government Certified Cloud Services List (CCSL).

DriveLock: Expert in IT and data security for more than 20 years

The German company DriveLock SE was founded in 1999 and is now one of the leading international specialists for cloud-based
endpoint and data security. The solutions include measures for a prevention, as well as for the detection and containment of

attackers in the system.

DriveLock is Made in Germany, with development and technical support from Germany.

f’“\ : DriveLock SE - Germany - Australia - Singapore - USA
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marketing@drivelock.com - www.drivelock.com



